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Abstract—The basic standard of detect of intrusion is based on the assumption that intrusive activities are noticeably
different from normal ones and thus are detectable. In past surveys, the capability of fuzzy systems to solve different kinds of
problems confirmed. New attacks are emerging every day, detect of intrusion systems play a basic role in identifying possible
attacks to the system, and give proper responses. Evolutionary Fuzzy System with the learning capability of Evolutionary
Algorithms hybridizes the approximate reasoning method of fuzzy systems. Propose of this paper is to demonstrate the ability
of Evolutionary Fuzzy to deal with detect of intrusion classification problem as a new real-world application area. The
Evolutionary Fuzzy System would be capable of extracting accurate fuzzy classification in computer network rules to detect
normal and intrusive behaviors from network traffic data and applies them. The experimental results were performed with
detect of intrusion benchmark dataset which has information on computer networks, and intrusive behaviors during normal.
Results of our model have been compared with several famous detect of intrusion systems.
Keywords—component; Intrusion detection; simulated annealing; search; fuzzy if-then rules.
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I.

INTRODUCTION

Attack to network are increasing day by day and whole
worlds are affected by that. Security is a critical issue for
life of today. An intrusion is defined as any set of actions
that attempt to compromise the integrity, confidentiality or
availability of a resource [1]. A detect of intrusion system
monitors and restricts user range to the computer system
by applying certain rules. Those rules are based on expert
knowledge extracted from skilled administrators who
construct attack scenarios and apply them to find system
exploits. The system identifies all intrusions by users and
takes or recommends urgent action to stop an attack on the
database.
Problems of detect of intrusion has been studied
extensively in security of computer [2, 3], and it has
received many attention in data mining and machine
learning [4, 5].
Misuse detection in contrast approaches aim to encode
knowledge about patterns in the data flow that is known to
correspond to intrusive procedures by specific signatures.
There are several ways for solving detect of intrusion
problems. Lee made an detect of intrusion model using
association rule and frequent episode techniques on
system audit data [6]. Some recent researches have
utilized Artificial Immune Systems to detection intrusive
behaviors in a computer network [7]. Some applied
techniques on detect of intrusion problem are Genetic
Fuzzy Rule-Based Systems [8].
Nowadays, different ways have been suggested for
automatically generating and adjusting fuzzy if– then rules
without the aid of human experts [9].
The concept of Detect of intrusion system was first
introduced to complement conventional computer security

approaches by Anderson in 1980. Tabu Search (TS) is an
evolutionary
search
method
for
combinatorial
optimization problems proposed by Glover [10]. The goal
of this algorithm is to obtain a list of forbidden solutions
in the neighborhood of a solution to avoid cycling
between solutions while allowing a solution, which may
degrade the solution although it may help in escaping
from the local optima. In this article, we have used the
Tabu search based on misuse detection approach based
fuzzy classification system to develop an IDS. The use of
TS in IDS is an attempt to effectively explore and exploit
the large search space usually associated with detect of
intrusion classification problem.
Recently, the adversarial capabilities against detect of
intrusion networks (IDNs) are presented in [11]. The
authors indexed misclassified instances included in
updating could considerably decrease the ability of
anomaly-based detection approaches [12].
Tahta et al. employ GP for differentiate malicious peers
from benign ones in peer-to-peer networks. They run P2P
simulation for each individual to know how derived
solutions are effective in preventing malicious peers from
participating in the network [13].
A recent GA application shows on principal
components instead of working on features directly for
both increase the ability of SVM and to use less number of
features. Components of principal are computed using
Principal Component Analysis, a conventional technique
by feature subset selection [14].
The studies on this immature research area have
accelerated a survey on adversarial attacks against IDSs
was recently proposed in recent years, and [15]. A system
which attack evolves signatures, by using GP, is
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presented. The results show the derived rules are best at
detecting both known and unknown attacks. Proposed
recently was another signature-based detect of intrusion
[16].
Stand-alone, distributed and cooperative architecture in
the neighborhood are two different architectures are
considered [17]. It is clear the optimal monitoring node
selection problem is NP-hard [18]. Another contribution
of deployment IDS on MANET using GA is proposed in
[19]. Focus on evasion attacks as covered in the
foundations section the applications of evolutionary
computation mainly [20].
Computational intelligence methods have attracted a
considerable interest due to their characteristics suitable
for detect of intrusion such as fault tolerance, high
computational speed and error resilience adaptation in
recent years, in the face of noisy information [21].
Chen et al. discovers the applicability of GA with
multi-objective optimization techniques for place sensors
IDS by satisfying objectives conflict. Attack various
detection rates are traded-off with false alarm costs and
rates [22]. The proposed approach has been tested [23]
detect of intrusion benchmark data set which has
information on computer networks and it is widely used
for IDS evaluation.
The rest of the paper is as follows. Sections II and III
describe the presented Tabu search based fuzzy
classification system for detect of intrusion. Empirical
results and the comparison of proposed approach are
reported in Section IV Section V is conclusion.
II.

FUZZY RULE

In the presented fuzzy classifier system, we use fuzzy
if-then rules of the following form:

Rule R j : If x 1 is A j 1 and … and xn is A jn , then Class
C j by CF = CF j .

(1)

where R j is the label of the jth fuzzy if–then rule,

A j 1 ,..., Ajn are antecedent fuzzy sets on the unit
interval [0,1] , C j is the consequent class, and CF j is the
degree of certainty of the fuzzy if– then rule R j , We use
a typical set of linguistic values in Fig. 1 as antecedent
fuzzy sets in computer simulations.
Our system fuzzy searches classifier by a relatively
small number of fuzzy if– then rules with ability by high
classification.
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Figure 1. The used fuzzy antecedent sets in this paper. 1. Small, 2.
medium small, 3. medium, 4. medium large, 5. large, and 6. don’t care.

III.

A NEW SEARCH BASED FUZZY CLASSIFICATION
SYSTEM

The new system composes of c classifiers, where c is
the number of classes. Each classifier includes a subset of
rules with the same tags and develops regarding to the
total classification rate. Combination of the obtained rule
fuzzy sets are used in the structure of the system by final
classification. The presented approach concentrates on
learning of each class to improve the all accuracy of the
goal classifier. Therefore, at any iteration the TSFS is
repeated for one of the classes in the classification
problem.
Outline of the new Search based Fuzzy System for
detect of intrusion problem is as follows:
Step 1: Create an initial set of fuzzy rules and specify the
new list (NL) size (Initialization).
Step 2: Evaluation current set of rules fuzzy using
function evaluation (Evaluation).
Step 3: Produce a new set of fuzzy if– then rules by
modifying on of its rules from set current of rules
(Switch).
Step 4: Accept the new rule set if it is the modified rule is
not in TL or better than current solution (Acceptance).
Step 5: The algorithm Terminate if the stopping condition
are satisfied, otherwise return to Step 2 (Termination).
Each step of this system is described below:

A. Initialization
The method of coding fuzzy if-then rules is as follows:
Each fuzzy rule if- then is coded string. The following
symbols are used for denoting the five linguistic values
(Fig. 1). 1:small, 2:medium small, 3:medium, 4:medium
large, 5:large, and 6:DC. For instant, the upper fuzzy ifthen rule is coded as “36”:
Rj: If x1 is medium and x2 is DC then Class Cj with
CF=CF j.
Ninit denote the digit of fuzzy if-then rules in the initial
set. For design a private set, one method is to product Ninit
fuzzy if-then rules of each rule using five linguistic
values and DC by randomly specifying the antecedent
fuzzy sets. Here, we increase the probability of DC, when
specifying the antecedent fuzzy sets to create general
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rules to cover larger decision area of the state space. After
production Ninit fuzzy if- then rules as private set of rules
Sinit, the consequent class and the certainty degree of each
are specified from training patterns by method described
in section II. In simulation of computer Ninit varies from
30 to 50.

fitness(Rj) = NCP(Rj)
(2)
where NCP(Rj) is by the fuzzy if-then rule Rj number of
correctly classified training patterns.
A very important parameter here is the choice of Tabu
list size. This is a problem-dependent parameter, since the
choice of a large size would be inefficient in terms of
memory capacity and the time required for scanning the
list. On the other hand, choosing the list size to be small
would result in a cycling problem; that is, revisiting the
same state again. In computer simulation TL size is set
equal to 100.
B. Evaluation
The set of fuzzy if-then rules must have high accuracy.
Thus we use the following function to evaluate each rule
set:
NNCP ( S ) = m -

å

N
j =1

NCP ( R j )

(3)

where N is the number of rules in the rule set, m is in the
training set the number of all patterns, and NNCP(S) is by
S the number of non-correctly classified training patterns.

C. Switch
A rule is selected from a class of the current rule set
Scurrent randomly, and then one of its linguistic antecedent
parts is changed to other linguistic variables. The
probability to change by distance one is greater than other
distances. For example, if the selected antecedent part is
“Medium” then the probability of conversion to the
“Medim Small” and “Medium Large” is greater than the
probability of conversion to “Small” or “Large”. After
performing the Switch operation, consequent class of the
changed fuzzy if-then rule is determined. If consequent
class of the new rule is the same as its parent class then
this rule will be replaced by its parent to create new set of
rules Snew. Otherwise, this process is repeated.
D. Acceptance
If the new rule set Snew is better than the best rule set
found so far Sbest, it is accepted and saved as the best
found by setting Sbest=Snew. If the new rule set is better
than the rule set Scurrent, it is saved and accepted by the
current rule set by setting Scurrent=Snew . If the new rule set
is not better than the current rule set, and the new
generated rule Rnew is not in a direction within the Tabu
list TL, it is accepted as the current rule set and the search
continues from there. If the Rnew is in Tabu list, the
current rule set remains unchanged and a new rule set is
generated. After accepting a new rule set, TL is updated
and contains the new generated rule Rnew to forbid
returning to this rule again.
E. Termination

9

There are several conditions that we can terminate the
proposed algorithm. One alternative is to finish the
algorithm after a fixed number of iterations. Another
alternative is to terminate the algorithm when no
decrement in the NNCP value obtains after some number
of iterations. In TSFS, stopping condition is a predefined
number of iterations. In computer simulation, the number
of iterations is set equal to 10000.
IV.

EXPERIMENTAL RESULTS

The Fuzzy IDS was simulated and tested via two
different approaches, one was to cluster and recognize all
types of packets, and the other was to cluster and
recognize four pairs having pattern “normal packet vs.
some attack type”. This was done to determine the
success in classification of each type of attack using
proposed model. Experiments were in the framework of
the 1998 Intrusion Detection Evaluation Program and
carried out on a subset of the database created by
DARPA. We distributed as part of the UCI KDD Archive
used the subset that was pre-processed by the Columbia
University and [28]. The available database is made up of
malicious traffic a large and number of network
connections related to normal. Every connection is
represented with a 41 -dimensional feature vector.
Connections are also labeled as belonging to one out of
five classes. One of these classes is the rest indicates four
different intrusion classes and the normal class.
These intrusion classes are classification of 23 different
types of spells in a computer network.
We consigned the train and test data sets, that each
numerical value in the data set is normalized between 0.0
and 1.0 according to the following equation:
42 numeric features are constructed and consigned to
the interval [0, 1]. This section consists of two
subsections. First we present some experiments of
applying proposed approach to the intrusion detection
classification problem. at next subsection we compare the
performance of our algorithm to some of other intrusion
detection algorithms.
The average accuracy rate obtained from proposed
model varies from 93% to 98% with the number of rules
ranging from 50 to 100. The hybrid model which extracts
67 fuzzy if-then rules with the average rule length of 5.54
from training data and obtains 97.81% accuracy rate is
applied for test validation. Table IV is the confusion
matrix of hybrid model. The top -left entry of Table III of
the actual Normal test set were detected to be Normal
shows that 59976 instances.
Classification performance of TSFS is measured and
compared with that of different classification algorithms
including pruning C4.5, Naïve Bayes (NB), k-Nearest
Neighbor (k-NN), Support Vector Machine (SVM), and
Multi-Objective Genetic Fuzzy Intrusion Detection
System (MOGFIDS) [6]. In k-NN parameter by using the
well-known fast sequential minimal optimization method
with a polynomial kernel k is set to 5, and the SVM is
trained. The results compare with the winner of KDDCup99 contest [29].
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TABLE I
CLASSES IN THE 10% OF THE KDD-CUP 99 DATA SET
CLASS

SUB-CLASSES

SAMPLES

NORMAL

97278 (19.6911%)
ipsweep, nmap,
portsweep, satan
back, land, neptune, pod,
smurf, teardrop
buffer_overflow,
loadmodule, multihop, perl,
rootkit
ftp_write, guess_passwd,
imap, phf, spy, warezclient,
warezmaster

PRB
DOS
U2R
R2L

4107 (0.8313%)
391458 (79.2391%)
52 (0.0105%)
1126 (0.2279%)

TABLE II
DISTRIBUTION OF DIFFERENT CLASSES IN THE TRAIN AND TEST SETS
Class

Train

Test

NORMAL

10000

60593

PRB

4107

4166

DOS

5467

229853

U2R

52

228

R2L

1126

16189

of the table III shows that 94.56% of the all patterns in
the test data set are correctly classified. The results are
also compared with the winner of KDDCup99 contest
[24].
Table III shows the results of Recall, Precision, and Fmeasure of different classifier for each class. For the class
of PRB attacks proposed approach outperforms other
classifiers in terms of both Precision and F-measure.
Regarding the rare class of R2L attacks, proposed
approach obtains competitive results in comparison with
other algorithms.
According to the table III the proposed approach
obtains the highest accuracy rate among the other
classifiers. This is because of the proposed approach
explores the state space of the high-dimensional
classification problem better than other algorithms and
with adequate initialization, modification, and cost
function tries to reach the global optimum and escape
from local optima.
V.

X - X min
(4)
X max - X min
This section consists of two subsections. First
we present some experiments of applying proposed
approach to detect of intrusion classification problem.
The average accuracy rate obtained from the proposed
approach varies from 93.50% to 98.75% with the
number of rules ranging from 20 to 50. The fuzzy rule
base which extracts 34 fuzzy if-then rules from
training data and obtains 98.41% accuracy rate is
applied for test validation.

X normalized =

In this paper, we have introduced the TS-based fuzzy
classification system for detecting intrusive behaviors in a
computer network. Simulations of computer on data sets
demonstrate presented method achieves robust
performance for classifying both intrusion attacks and
network normal traffic. As discussed in the article detect
of intrusion is a real-world application area that is not
previously investigated by Tabu search based system
fuzzy. Also, it is Very important to investigate other TS
System Fuzzy architectures for this complex
classification problem. Also, the use of multi-objective
Tabu search based fuzzy systems to extract a
comprehensible fuzzy classifier for detect of intrusion is
another considerable investigation topic which is left for
our future work.
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