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T

HE emerging technology of cloud computing,
receiving much popularity as the resources shared
widely at anytime and anywhere [1]. However, at the same
time, it also opens an opportunity to research community to
discover a solution as massive vulnerabilities in it causes
cybercrime. Instead, digital forensic investigation also has
no exception in facing much challenges even though this
method of investigation widely practiced and applied
approximately thirty years ago. In these innovative modern
computing environments, the major challenges to conduct a
forensic investigation are in a process of data collection,
integrity of evidence as the sources could be from a different
location, format issues and so forth. As utilization of cloud
computing services keep growing and could increase the
cybercrime it is necessary to highlight the challenges and
recommendation within the field of forensic for future
consideration.
The common definition of cloud computing can be
referred as procedure of pooling and sharing the computing
resources at a distance in an aim such resources can be
accessed at anytime and anywhere. However, the NIST has
defined the cloud computing term into “cloud computing is
a model that enable ubiquitous, convenient, on-demand
network access to a shared pool computing resources, i.e.
networks, applications, set of servers, storage and services
which can be frequently provide and delivered with
minimum management exercise or service provider
interaction” [2], [3]. In addition, NIST has come with basic
cloud model, whereas the model comprises four
deployment models of cloud such as public, private, hybrid
and community. Furthermore, the model also divided into
three major services, i.e. Software-as-a-Service (SaaS),
Platform-as-a-Service (PaaS) and Infrastructure-as-a-Service
(IaaS). On-demand self-service, broad network access,
resource pooling, rapid elasticity and measured service is
illustrated as the core essential characteristic of the cloud

model. Moreover, the core technology, which enables cloud
facilities are virtualization [4]. Unfortunately, the client has
limited privileges on their rental services as well as the
location of such services are unknown except to the Cloud
Service Provider (CSP). For example, SaaS is fully controlled
by CSP as the client only abilities to store and retrieve the
data.
The significant developments in cloud computing could
be benefiting the client as it is possessed certain benefits,
however, if the technology is not focused on perspective of
the security requirement, it will directly affect the forensic
investigation activities to be difficult as well as directly
increasing the amount of cybercrime. As stated in [5], the
process of forensic investigation against the cloud
computing resources such as networks, servers and any
acceptable sources are known as cloud forensic. Based on
literature study, the most important principles that need to
be considered in forensic challenges is the limited privileges
given by CSPs to the client in controlling the cloud
resources, the invisibility of the cloud to others and law
enforcement.
There are various cloud forensic models that comprises
several phases has been proposed by a number of research
community. The major phases can be summarized as
identification, collection and preservation, examination and
analysis, and reporting and presentation. Each phase has
their own drawback that could not feed to conduct forensic
investigation.
Usually the process of crime or cyber threat activity
identification involve in identification phase, which
comprises several sub-component such as incident
identification, evidence identification and evidence location
[6]. Regrettably, in the cloud computing ecosystem, an
appropriate logs information for incident and evidence
identification are limited as the client does not have any
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privileges to access it beside the nature of cloud embedded
in distributed location. In addition, as the virtual machine
have certain circumstances, such as volatile when log off
and fully controlled by the CSP, it is difficult to obtain the
evidence after termination of the virtual machine [7].

secure the integrity of the evidence [12] virtual private
network, which enabling authentication method [13] and
cryptographic tunneling protocol function has considered.
Furthermore, the public key infrastructure really helps the
investigator in identifying the victim.

On the other hand, the collection (also known as
acquisition) and preservation phase concern for evidence
preservation, acquire the data forensically, preserve the
artifacts and the way the data collected. This phase also can
be referred as a process of data or evidence collection
without losing the integrity of the data and then examine it
through a sort of related tools. Unfortunately, it is difficult to
maintain the integrity of data or evidence [8] as it is volatile
in nature whereas the original data have changed and
valueless in front of the law, and acquiring physical access
to the cloud is impossible as it is prohibited by CPSs.

Besides, for examination and analysis phase, a number of
researchers have highlighted that there is a challenges of
lack of cloud forensic tools. In 2011, the Black Hat has
introduced offline Windows Analysis and Data Extraction
(OWADE) specifically for cloud user to extract the entire
information stored inside the cloud. Similarly, FORST has
proposed to extract information of API logs, virtual disk and
firewall logs and became the initial IaaS model forensic tool
[8]. Furthermore, another researcher in [14] has proposed
the investigator to re-run the attack after snapshot the
original state of the system. So that, the previous activity
perform by the attack can be examined and analyze. As the
above three phase’s challenges can be solved throughout the
recommended solution, the presentation and reporting
phase could be easier.

The examination and analysis phase usually relate with
the process of examination and analysis of data and draft
conclusion. Using conventional analysis on a dedicated
network, usually this phase associate with correlation of
multiple sources to justify or verify the evidences is not
touchable or altered. However, the resources on the cloud
normally shared by multiple clients and cause the evidence
distribute around numerous location. Consequently, it is
difficult for the investigator to perform analysis and draw
the conclusion.
Presentation is the final phase in forensic in which this
process much easier in digital forensic as a contrast to cloud
forensic. This is because with thousands of VMs running
simultaneously via thousands of clients on cloud data center
could create a critical risk for evidence gathering that will
pose huge challenges. Thus, is very hard for the forensic
investigator to represent the appropriate evidence as a
report at the court [9].
Referring to the identification phase, the logging concept
for gathering evidence could be beneficial to the forensic
investigation. For example, in [10] have proposed logging
method to cloud environment to monitor the behavior of
connected virtual machines. These methods able to capture
useful information such as time frame, attacker IP’s, browser
information and so forth. Moreover, in [11] also has
proposed such logging method for SaaS and PaaS. In this
work, third party component has utilized to produce logs
for the cloud and clients. In addition, this approach has
reduced the verification time and enhance its efficiency.
Apart from this, some focused has been given in
recommending solutions for collection and preservation
phase. For instance, in order to authorize client as well as

The cloud computing technology is still under the
progress element in which the security perspective still
needs to be improved, so that the forensic investigation
could be performed easily. There are various challenges that
need to be faced by the forensic investigator currently such
as identification and evidence collection circumstances,
difficulties in analyzing the evidence as well as convey such
evidence for law enforcement. That is the reason this article
focuses on highlighting the challenges and give some
recommendation as a solution.
With Regards
Dr. Warusia Mohamed Yassin
30 March 2018
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